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+ hon-sensitive extensions
(key share, ...)

EncryptedExtensions
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Certificate
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Finished
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The goal of ECH is to encrypt the entire ClientHello, thereby closing the gap left in

TLS 1.3 and ESNI by protecting all privacy-sensitive handshake-parameters. Similar to
ESNI, the protocol uses a public key, distributed via DNS and obtained using DoH, for
encryption during the client's first flight. But ECH has improvements to key distribution
that make the protocol more robust to DNS cache inconsistencies. Whereas the ESNI
server aborts the connection if decryption fails, the ECH server attempts to complete

the handshake and supply the client with a public key it can use to retry the connection.
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Ultimately, the goal of ECH is to ensure that TLS connections made to different

you reached, or which privacy-sensitive handshake-parameters you and the origin

way for the deployment of new features for TLS without compromising privacy.

origin servers behind the same ECH service provider are indistinguishable from one
another. In other words, when you connect to an origin behind, say, Cloudflare, no

one on the network between you and Cloudflare should be able to discern which origin

negotiated. Apart from an immediate privacy boost, this property, if achieved, paves the
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Encrypting the ClientHello is an important step towards achieving this goal, but we
need to do a bit more. An important attack vector we haven’t discussed yet is traffic
analysis. This refers to the collection and analysis of properties of the communication
channel that betray part of the ciphertext’s contents, but without cracking the
underlying encryption scheme. For example, the _length_ of the encrypted ClientHello
might leak enough information about the SNI for the adversary to make an educated
guess as to its value (this risk is especially high for domain names that are either
particularly short or particularly long). It is therefore crucial that the length of each
ciphertext is independent of the values of privacy-sensitive parameters. The current
ECH specification provides some mitigations, but their coverage is incomplete. Thus,

improving ECH’s resistance to traffic analysis is an important direction for future work.
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xf TLS MM E R K, BB —2RuEE AR, Ul DNS-over-HTTPS, X2+ AR
ZARIRIFF G RIENINNE. HEl, EhBOREAE & T B AL RS . A BT
VB SEI e B 42 F N B8 L M — MRt

TLS RSO k2 HLI0K M R0 o BB AT o ZLIEK A (A8 B8 AS BT R, XA B iR e AE AS e ith i
Kk H fi A ERAE R R BERI A = MUBMR T . % P iR 55 a5 A DUDURAE AL e — A4
W AATEMR VY F 2 IIBERSE: MOl BRI NE AT, kT S it BUR
S E; 32 T 2 J5 AR BT E PR S . iX 282 B AR MO AU i i e s a1 & 42 ko
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SNI J2& /A8 % 4= A HEE N NS 8L, 227 il SN 3R o i ik 55 o € A 225 1]
My, X FEREIRRSRGL, X2 R REEMN, FNMARE RS &AL T H—4 TLS
BEFER, EXMIERT, B85 SNIR#E R ERE T SRR WREE
SNI, HUAKIE [ 5 7 i fe s MRS TLS L5 1o [y, SNIiitER v %5 7 i AR B 4 (19 P
S ey, FIRERESTWrH HEWT A TEENTFLE R, (A2, MEWEEEE HAlYT Ik
RAUHPRS, BIANJEAES 1P Mkt (02, K2 D IBAE R —4> 1P Huht | 2 X MR 5 1k 48
S E, )

RELRY SNI 2 H#Esh ECH K RIIBINL, (HIXFFA 2% 7 i1k 55 25 U v 9 e — 30 S BRRA Y
BFESH. B TR ALPN I Jg, €M e — BN 7 TLS 3, T AR JZ b
Wo Pkl RN RS, Joit HTTPS, Wy HRfE, HII s L 2 HoAth A
2 TLS #tfTfefm MM AR, 55 as MK FIR P4, JPRH LIRS % .
M XA, % P AR S5 5 1] I 4 it sk 1 5 T BT TRE 0 DK% 12 R e T+ el i o 114 B
f

=

To

jalll3

AEDEAEE RO, FUAERFPEFHEMNZEATERN, F MRS ESIAER
#HZ e (PAKE) #4CTLS LB A, M air it TEAN S MRRIES (8E10)
BT B RS gt — & A, 6 TLS SEhnfafd, S FE) 2R AR, XHE A
] 55 SNT 2R 4BL: IR 55 #5388 5 45 43 A %5 7 i 20 e — M —AmIRAF (B, TP 44 Bl e i
friaht) , ATRRZ WAL, fERFERD, 55 b AR T 2R B S e 1A %
M55, WURWISORIE, BRAXEEAN NG5 B2 B A 0 24 WL 2% & AR EL

B DT A X LE RRRATIE B2 I EAC R AR TFNE, alR bR 1 RLAT B 2 S 4R T S R
WD SRR B, AHRXAMRR T RE 7 5 — AW AUREF AL R — M iE Pl s =,

R 2% P m FIR S5 o5 WA £ s 2 gIne? 448, RESHMWI k&, Fibl ECH NH
RIMERARTSH, bR IRESERE AL H SR

N7 B ECH BUR S B BRI, 7 — T TLS i T i L2 RAa B

TLS $#& F

TEBCHT A TLS 1.3 2 i, TLS ARG FM&EfE. £ 2013 4E Snowden BRI Z 5,
TETF L X FF- 16525 J Ao s i R AR ASE M 28 5o e 566 D59 P Jg B o 24 20114 4R a6 bt 4L TLS 1.3
Ry, HigitHRZ — 2R gemEsE P, S8ERE, RZNREFREARIESE
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P2 FInE, A5 SNIENRJLNSBUADR ARSI G, iEBRATERAM T P EEA,

TLS 1.3 MR WME 1 frR, BFEMEFIGTHE P ARG SH AR — DR 2
JG. NI, %P e ClientHello W E T RE—NEHSZE, MS5HEH ServerHello Hr1ii
NEHCHEHDZ, 7 X8 EE, FHumMiRkSS a8 DS B — N L2 g, &—
ABEE 48 F 1 S AR AR AN 2R B b S R IR E B A . MABGRER S —1 %
g, BANHREEH, SN ZHE S HORN, X IR N HE A RN L
g N7 mEX— A, ETTHAR NGRS,

5B — AN 2 1R 42 T B2 IR 55 2% 9 EncryptedExtensions, XA E 1 H 02 P57 IR S5 2%

MEREF S8, BHERSHSN ALPN §7 /8, Hrp &A% P b6 ALPN %1 3% v i H 9 8L
HER . BHR#ISEAE ClientHello 1 ServerHello 5 A il (& i .

Client Server

———__| ClientHello

+ extensions (key
share, SNI, ALPN, ...)

\ ServerHello

+ non-sensitive extensions
(key share, ...)
Begin
handshake
encryption
EncryptedExtensions
+ sensitive extensions (ALPN, ... )
Certificate
CertificateVerify

Finished
Begin Finished
transmitting \
application data
D No encryption
GET /index.html HTTP/1.1
T Encrypted under

handshake traffic

Encrypted under
B 1: TLS 1.3 i T application traffic
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RN RTF S, LR AR, #A1E ClientHello i B &I . I 1 Hhaf LU Hi,
Boalge = H IS EFBOHRE T, DBIER N R, fiHd—RSHoalUnE (B TE
ZHIR) o A1, B SNIRXFEMY =4 ¥ —Rf “SeAXEREEE" MR,

B P uRACIG UE AR 55 25 M B (X2 UE F5H] CertificateVerify WS M TAE) I HARSS 23 5A K
B Z % Y] (X )2 Finished i 8K TAE) ZATA X MBI NG . XL 1S A Of 25 51 52 46t
RS SRR, Mmpikf AR (MITM) |, XMk, Bl AR VE% P i
firp s 2 7 i A2 A BT B 5 SURE IR 55 S B 45 % P i . PR T IR S5 4% 7 SN SRIEFEIE 13,
PRI L A 3 B A2 itk AT B S E Z BT AR R B

SRR, #OH T B IE IR T2 BN A 5 P AR S5 & D b 5 7 g
YIRS OL T A4 v RE . AHIXA~ 25l B2 IR HL R WE?

F£ TLS 1.3 MR, 5283 F & 8 a8 WAEN TLS 1.3 Ok, FE% P R
WA (RAAE 2015 FEE 10) &, RFSHIERF SRR bR ft— DK
HABNAH, B meRENETFPEHXDSAPITMmE, XMsitkE — i
OPTLS MHH, XA P 2 MEIG I QUIC 2 R E %k, ) XA g “o-
RTT” , HEZEHNRARVFE P it )iE F iR RN HBEE . i, ExnirEgr
ui{E ClientHello Z J5 % HE —#t#R FIHE, M5 € HCM EncryptedExtensions, X 7] §E
WSRO/ 25 P i Y BURR T S 8

R%, ENMEMERAWASERZNRET (2018 &I RFC 8446) , LHREKNE
ME AP T ERSEAItE. R, ENTH R ERIET h¥ RS & AT N ERIER
AEMGRY . AT RSSIMERYIGTEFHSE, W SNI, (h2AZUIEH.

RAE W, X#J5s2HAbgE F &AL, W ECH, 688 2 %1% K 4~ 5 BUEm
ClientHello Z 8T & o X BN 62 DRI 2 MEUR BP0 K

1€ ECH 2ZHisifa (GFHB{EWZE) ESNI

ECH W BRI &2 1% SNI (ESNI) 47 J&, 448 X, ESNI i Hir2 it SNI HLE M,
NTELRX—HbR, &P o RSS S AFMEHE SNLY R, RS RIESMSS 2.
M 55 R il 5 LA BN B I AA B i % %5 3. LRI 23 S, WU AR 55 2 R4 FH i 4 F
SNI #kf7i%#:, &0, BRPILEFER, XAE RPN EZREDE 2 firs.
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Client Server

~——__ ClientHello
+ extensions (key share,
2SI ALPN, ...)

\ ServerHello

+ non-sensitive extensions
/ (key Share' )
Begin
handshake EncryptedExtensions
encryption / + sensitive extensions (ALPN, ...)
Certificate
CertificateVerify

Finished
Finished
Begin
transmitting — % |:| No encryption
application data GET /index.html HTTP/1.1
T . Encrypted under ESNI

public key

Encrypted under
[ 2: FLA ESNI &M TLS 1.3 8. €5 TLS 1.3 handuhake raffic key

fEF 5 aME, Hig SNI Y Je#k ESNI 4K,

|:| Encrypted under
application traffic key

N F &S &, ESNLIKI T 55— B il A MSs (DNS) . v 7 fli f ESNI % # 2]
— AW, B P b  HARHERN AJAAAA AW PRI — 5K, SRR A ESNI A
TXTid %, Hlll, EIREL crypto.dance % 5H, %5 P23 i K _esni.crypto.dance [ TXT ic %:

$ dig _esni.crypto.dance TXT +short

" /WGUNThxACQAHQAgXzyda®XSJIRQWzDG71k/r01rl1zQy+MdNxKg/mAqSntOEAAhM
BAQQAAAAAX6TXsAAAAABftsCwAA="

Base64 %N 4F 40 & ESNI MM LS, W& aLk,

7

fERE, WERIRATEL WIS DNS A ifd [k B 48 M4 it e il 55 a4 B, R4 %8 SNI I i S A
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127 5] A DNS-over-HTTPS (DoH) , #F# ESNI BN fE, DoH Af LI DNS 2 iy fil
#2424t DoH MRS5S (1.1.1.1 BER XM —1TRSS) H. DoH M5 —A HEEKRMZ,
BT AN SR EIENEE, B TR ESNI A DoH IRk 55 2515 i % % F i, X AJ
DA 195 E %% 7 i A 3 R 48 (R 9% F2 15 e i . AR DoH AL, A Mg hi 5 mf BAid i
R[22 R TXT il sk B IR %% P im B £ ESNI 47 f&, sR& e Ml % ol e A 14 Bl 2

BARESNIAH 7 EHEW—2, HERARBBEMNLAZEEFTMERN IR Bk 7 A%EE (X
PRI SNI) , BbA 5328 —LE RS N, BIASCHEMEEROR, HiRE 1 st
INERLE SR -3 278

2018 &, Cloudflare 7£ Firefox #4177 ESNI#%, HUAKEEHRNTXEH, X—&n
7 DNS #1788 0 K I —28kdk . Cloudflare f3/NI 8 e H ESNI % 8H, DUR =R
/0B B R N I B B . DNS S BA N SR FE KN, 45SRE% P imr] e A
A, B2 Cloudflare i) ESNI R 5/ — )& b ] DIA BXFEHL, BN %R
LHRHE ], ESNI PH iR NI 82, WAR M E R > JF H - RIEVi I SR A8 (i
it DNS sk HA)550) , %P ROZ A 4k 8L 1T .

#Ht DNS AT R H T RN — D8R, 2D k] BE 2 [ — AR 55 2 IR A i, {HE
BAEMIIRE, B, X} “example.com” K A i s 1% K 7] H83% [B] B A AN [H] (K 1P M bk,
£ 1P Hodik i AR [ 9 CDN #:4E, “_esni.example.com” B TXT id % #41 & X % CDN 2
—HAH, HEEASESHENAE ., DNS W EA B4 —Fieke sk BT A — i 25 9 8% 5
IR IR e — N7k, FalE, &/ imn] fe o 2 HoR ESNI §7 RIS A LR B
gk, SEEFRM, RUGXA BT XS DNS hGHTER, (PR, )

ESNI f9ARM: FE4& PRER 7>, FRATRIE ECH U DU & Wl figt tR ESNI ()= Bk
i, RE ESNIAFAE— RG], HERMNLFREMRIBERZEREZN. Cloudflare 15
BkE:37F: ESNI, HZE| ECH #E# 4.

ECH Mitdifs 8

ECH [ H ¥x 2 % %4> ClientHello, M 954b TLS 1.3 H1 ESNI i 8 i, {R47Fr A #
EEFANIEFE S, 5 ESNI RBL, %Pl i i@ DNS 43 & F-ffi H DoH SREUM A8, 18
% P P E R OEE TN . (H32, ECH RS KT A — B0, P E fE i N
%} DNS ZfEA—BER M, ESNI Al 55 #3768 2% R W k1% 82, T ECH R 5585 = 22l
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SEHET, HFRME—N% el U REGEEN AR,

B2, WRRSHRICIEMRE ClientHello, ‘BUH 58 FWe? WK 3 P, ECH Ml LR
¥ KB WA ClientHello #§ &.: ClientHelloOuter #1 ClientHelloInner, ClientHelloOuter
REEE NN L%, 1M ClientHelloInner WfEN ClientHelloOuter [ & #E4T N5 &
ik, MRS58 A HH P —A ClientHello 5¢pk#2 F: IR M2 L, WIfEH ClientHellolnner
H178RF; AW, @ ClientHelloOuter #17#2F

Client Server

ClientHelloOuter
+ outer extensions (key
—_| share, outer SNI, ...)

+ ClientHellolnner
+ inner extensions (key

share, inner SNI, ALPN, ...) ServerHello

+ non-sensitive extensions
(key share, ...)
Begin
handshake
encryption
EncryptedExtensions
+ sensitive extensions (ALPN, ...)
Certificate
CertificateVerify

Finished

Begin Finished
transmitting \
application data

I:l No encryption
GET findex.html HTTP/1.1

T . Encrypted under ECH

public key

Encrypted under
handshake traffic key

K 3. HA ECHY BN TLS 1.3 #2F, || Encrypted under

application traffic key

ClientHelloInner %5 i H T E# MR F S B4 8, XA BUBME, Flan%s P g A 5%
2RI 55 25 1 SNI (£ ECH RiEH N “backend server” ) , ALPN ¥ £ H%EH, BR
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ClientHelloOuter th2 — 152 % [f) ClientHello #§ 5., HEAH THAMNER ., Hik, BT
H ECH RSS2 AT (RN “client-facing server” ) 58HK, % Pk tifEsS, &AM
T 25 R Wt TG VA BA WA R H i, fE XA EOL T, ISR AR IE 2 R IX IEHI ECH A,
P D ZAHERETR, A ‘4R FPuwiidE (XU JLF1E TLS 1.3
BB Ss a5 3 R AT O-RTT Bl 5:0) o

/5, WA ClientHello #f b A& H FIRS [ M RIUENEF S B, Fil2,
ClientHelloInner £ EL5Z(# SNI, 1fi ClientHelloOuter 43 & —4> SNIff, %) iifF ECH
fR 2 R WM E UL (HD client-facing server) M HEATIGUE, WIS A A ClientHelloOuter
BENLERE, BN R ER:, R IRS SRR AHEIRETF . B A T 2L
ClientHelloOuter 145 & ALPN %1%, WA EZASEMATHESEFEITNNEMY R,
i XS EER H % Y ClientHellolnner £f%%,

XA B G JUHEHL R B 1 2 RTHLEIAE % 2005 I TN B 2 R 7 ek, BEEAR,
ECH AR ML, Z PR 1 IETF 4L X 92 e fb W, 5 H Al ECH 1)
ERE R IETF A A R B G

BN -ADEHEERH DNS e, B8 HTTPS RIHid R, FERmER L, il
BAE RN A — A4 A 24 HTTPS sl & AR TLS Hifig, X{H454K 8 DNS 17
AT KON TIRE, fRok 1 #14G ESNI #83E th R BN ERE Pkik 2 — . WISRERBEA 7 XA
FIC RS EX M B X, 1EEF Alessandro Ghedini f ¥ W TH L,

A2 CFRG MRS A ME (HPKE) frdf, ZARERNLE T — /¥ RINHESR, HTH
BEEH T AR N HRF I AHME R R, ECH ¥ HEFmEyLH M A 415 &2t
457 HPKE, MMSCEL Y MR, BEE TN, (hifEd—4, HPKE #2 Oblivious
DNS-over-HTTPS [ F EHH 32— )

LU ECH MR ZEAENBUR. Hul, Prlmedstfxmse, Sk, T
TWHRLSRE R B SOt 2 1) ELR AEMDR AR AS . Ak, D928 — LT Bk, ik 3RAT
=A™t J B R 45 AR S, FRER R N 5
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R ER A VA g

ECH Wi % Hir 2 {5 W — ECH ik 5542 4 75 )5 1 (9 AS W] U5 A 55 2% S 37 19 TLLS 3% F 49 I
An X5y, Heaagin, SIRIERES]—N1E Cloudflare J5 R BT, #RF1 Cloudflare 2 ] 1Y
W 2% L AT N ERASBE 7 tH AR BRI 2 RN, A BAR R Z 18] B3 7 R R 2 1 K R FA I 12
FZ 8 B 7 LHRTFRFAS, WERSEIXAHAR, €N TLS MERE D ae s 1 E %,
A FH R

% ClientHello J& SLELX — HARM AR, HIWNETEMEL T, JATHARITIRH
— A EERG G TR RE . X IRRRBEENE G e e, XEEEEE
TEXMNE, HAXWWRILREME TR, B, mE K ClientHello B JE n] BE it i & 5
MR T SNI MG S, M40t & mT DO HAG A A AR AR O AR R Bk a1 R 44
R EH ) o Bk, BAEREMN T R EANSEER B REERN ., Ll
ECH MUE#efit ¥ —LE it , N sulAE e, Kk, Bk ECH X fifi &3 ke
AR AR — A EETT 1,

(EUAIN] P
ECHE 1A~ T AR R 0 T 40 45 O B

MERE TLS 1.3 &S A2 — D202, FHEA%.O B W B AT g fil & Z AN M 4817 4 .
Cloudflare 2l B ifi#E TLS 1.3 MWFEE TIS B E R Z—; %414 Firefox #ll Chrome X i3]
WA PAsc g A S e I, T2 S TLS 1.2 #HEL, ZERRNBOR B FZN i, XL
RIGHIARA A 2 Mg AL, e (TP mARS 2 M MBRE) EuE
Home, MR 2R ENER, AEPHSAEISEHHREZ AT ER Y, =
SRR eI, BREIEERMN S, MR R, ENaSBuERS
H i,

PEHTE: PSR TR P4 L % P IR 55 4% 2 s A T I e s s R 4L . BqTnl e
WK, By . MR R SR HAh S i A0 O JEnR RN M i R R

XL ] Gl B T E R AN AR EE eI R, A, RSO, e S
AR AR, & vl REJC vk L AR BT A AR S, XS B3 Ak 2 1 B 1 P
N PR
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XA BN B, DA TSR W 45s 8w SR AR ad A e, TLS 1.3 gk,
PAvS e W 5 AL 52 i, B A A DR 5 R4 TLS 1.3" Bl kB " 55—l & 2 al B
HDRN, BARMmE, L E2RTHENNSPE R MT TLS 1.2, 44, X
A B ASAH [ —f A W 2SR B AR UK g EA] — HEfIBERAIT
JREALE] R DA R B IR 2 8P A A X ETRBUAR A R £F . ARIEERSG, XM
IR T ERRRIAR, 43 TLS 1.3 HRE G A1T,

M+, ECH UK T TLS MEBEZA %K, MK ELKBHZARTELE, ClientHello & 7TRK
IR AR — B TR FERRSH, Hla SNI, IRATMAEEF SN FmENEm, N7
TR {4k vT 8 5 |6 (K50 5 [ R, ECH P S0k 15 i alUR il BB B A SR ARk R TLS 1.3 $2 T
BEFNXGZE ECH Y RAL: Wb HEZARE, WREeMFE TLS 1.3 bafERE, A
282 F (N H RIS B R TN AR E 0.

v AN T R XM R I 5 JE DA AR ECH )2 88 & . W 2R ECH IRIIRE JHZEH, 4
XASF IR A B TR R TLS THxd W 44z 8 g i, g 842 Bl b 1 i
IR, BN S bk A ] A AE Y R AL P SCRF PR 2D o FRAT TARHS 3CoRe of T3k A ) 8 s A
REH 2o

IHi TLS #2F (o) it 75 8. & iR ss & M ERIER RS2 LBRNSE,
40 SNI, SE&WICH TR, JEnl (M4 E R, ECH )& B ALl )5 i 52 e F 1
TN R IEAR X — il . X ANER 7 TLS B RTES, RAAE B A & e Y A v 5 Bl AR 97 44
i FH Y PR RERA

ECH taEig — M IEAEITIN TAE, XA TIERS TR, Cloudflare 51 T AT
HOMTHE, #iff TLS H3X — 8 Z - OA R T IR AL R
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